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Preface

TheSpamTitan Administrator Guide designed to help mail system administratorfién t
operation of the SpamTitan. This guide provideswrview of the key product features,
along with instructions for setting up, adminisingt and monitoring SpamTitan. These
instructions are intended for an experienced systeministrator with knowledge of
networking and email administration.

Conventions

The following conventions are used in this guide:

Convention Use

bold Indicates the name of a user interface item,
for example, a dialog box, menu, or button.

italics Indicates the title of a document.

courier font Indicates a file name, path, or text that the

user enters.







Introduction
]

This chapter provides an overview of SpamTitan.

SpamTitan Product Overview

SpamTitan is high-performance mail filtering setusuite that provides the necessary
email infrastructure to meet the needs of the mdestanding enterprises. SpamTitan
combines a hardened operating system and an asstrinsoftware applications and
services to produce a mail firewall appliance glahinates spam and viruses and
enforces corporate email policy.

Anti-Spam defences on the appliance ensure through a my#rda approach that over
99% of all spam is detected.

Anti-Virus protection is provided through the usewb industry leading anti-virus
scanning engines: ClamAV and Kaspersky anti-virus.

Message filteringcapabilities allows you to enforce corporate emalicy on inbound
and/or outbound messages. Filter rules allow yduldok banned attachments or add
disclaimers. These rules can be performed on a ithoana/or per-user basis to provide
fine-grained control.

Mail monitoring features ensures that you have complete visitafigll mail that passes
through the appliance with the ability to genemtéomated reports and/or on-demand
reports.







Setup and Installation
|

This chapter guides you through the process ofigonfig SpamTitan for email delivery.
When you have completed this chapter, SpamTitalnbeihble to send and receive
SMTP email over the Internet and within your netivor

Installation Planning

SpamTitan will normally be installed on a serveyaur network between your firewall
and mail server(s). This requires a rule changeto firewall to direct incoming email
on Port 25 (SMTP) to the IP address of the Spam&éaver. If you are assigning a new
MX record for the SpamTitan server while maintaghyour existing MX records, you
should be aware that spammers will target secormafdiower priority MX records. The
latter is based on the assumption that secondaryédrds will not be protected by
spam filters. In this case any secondary MX reaballd be a backup mail server which
will queue mail if the primary MX record is unawatle.

TITAMN

Mail Servers
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Preparing for Setup

To successfully setup SpamTitan in you environmgmi, must gather important network
information from your network administrator abowthyou would like to connect
SpamTitan to your network.

SpamTitan is configured via a web interface.
Connect a laptop or any computer with a web browséne SpamTitan server via a cross
over network cable. If your SpamTitan server hasaaly been pre-configured for your

environment you can the plug it directly into yawatwork. To access the web interface
type in the following URL to your browser:

http://192.168.168.168/ or http://<preconfigured IPAddress>.

TITAMN
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The SpamTitan Graphical User Interface (GUI)

The graphical user interface (GUI) enables you amage and monitor the system using a
web-based interface. Each page is laid out in fantive and consistent manner and
includes numerous charts and tables detailing et status of the system. The GUI
can also be used to view real-time information ibmail flow history. Administrators

can instantly report on any email users (local/renhmail flow history and view mail
statistics.

Note: To access the GUI, your browser must supportoeneinabled to accept JavaScript
and cookies, and it must be able to render HTMLepagsing Cascading Style Sheets
(CSS).

You can view the GUI by entering the IP addressastname of the appliance as a URL.
All users accessing the GUI must log in. Type yaesgrname and password, and then
click Login to access the GUI. You can login wikle admin account with password
hiadmin Make sure you change the admin password aftgiriggn.

TITAM

Email Address: ||

Password: I

Forgot vour Password?
Login Help

ERO0E Coppetfasten Technalogies
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After logging in as the administrator, you are preed with the system dashboard. The
dashboard provides an overview of the SpamTitatesyst a glance.
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Setup

After connection and gaining access to the webfexte, the rest of the configuration is
performed using the web interface.

NETWORK CONFIGURATION

1. Login to the SpamTitan web interface usadgiin for the username and
hiadmin for the password. SeleSiystem Setup> Network to configure théP
addressandDefault Routeto be assigned to the SpamTitan server includiag th
Subnet Mask. See “

2. Network Configuration” on page 16 for more imfation on configuring the
system IP Address.

NOTE: When you change the IP address you must resérdiweser URL to the
new IP address to continue with the configuration.

3. From the System Setup > Network page you cemsat your Domain Name
Server (DNS) settings for the network the appliantdebe installed on. If you
have secondary DNS severs add their IP address here

4. DNS Settings” on page 16 for more informationconfiguring DNS.

MAIL RELAY SETUP

1. SelectSystem Setup> Mail Relay and in theGeneral Settingssection enter:

Enter the Applianclostnameas a FQDN (fully qualified domain name)
If your mail server has size limit on incoming email then select it via the
“Max message size:drop down menu

Press théSave” button

2. SelectSystem Setup> Mail Relay and in theDomainssection enter the details for each
domain that you manage:

Domain as mydomain.com for example

The FQDN or IP address of yoamail severfor this domain
TheDestination port for email defaults to 25

Press théAdd” button

Repeat for all other domains you serve

All the domains you have added will appear irsayou can now test the
email function by clicking th&Test” column

3. If Recipient Verification is supported by your mail server make gdtiseset to
“Dynamic Recipient Verification”. Microsoft Exchaeg003 and most email
servers now support this feature. When enabledpp&ance will check the

V5.04a 13



address of incoming email with the mail servethd intended recipient is
unknown then the email is dropped with a DSN (Deriy/Status Notification)
message and no further processing is performegoulf mail server doesn’t
support Recipient Verification you can set thigdito:

No Recipient Verification
LDAP Recipient Verification if you are running Active Directory
Specify Allowed Recipients You can then enter a list of valid email

address manually or import a list from a text ¥iliéh one email address
per line.

See “Mail Relay: Managing Domains” on page 21 fareninformation on
managing domains and the recipient verificationars.

You have now completed the mandatory configurasieps that are required in order to
receive mail for you organization. There are otgdtings that you may wish to change.
Please review the default settings in each meniiose&or an explanation of any setting
press the help ico®

14



System Setup

This chapter covers the basic setup tasks thaaiéable from th&System Setupmenu.

Licensing

In order to license SpamTitan you need to obtaial@ license file from SpamTitan

Ligesim pabvww | Hhis
T gk enom B0
o IR

Ligmaprey  Hetemrk  Time  Hed Relyy - Fypiem Updatey  Frubiown! Remsart

License Detaills

Crndtnct John Nige
[HTP TR AL PTG O
Tk e 140581501
fus 1-35- 777555
Licansa Validity
LEITT #l Do ot Stk i s
Upsiati Enpiey Diatic Fel T
Lizansa Usage
. Dy Seage: 12
D Daly g 1

This license may then be imported through$liystem Setup> Licensing page. Click
the Browsebutton, select the license file to upload and finelick the Loadbutton.

After successful loading of the license, the Lieehdormation window will show details
of your license. Without a valid license, accesthtoweb interface will be restricted, as

will access to spam, virus and system updates.

V5.04a
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Network Configuration

This section describes how to configure the netvamédration of SpamTitan.

The appliance is given a default IP address of188100.100. You can change this
address from th8ystem Setup> Network page.

The Network
s Configuration window
salinet Mash : allows you to set the IP
ottt ot PRI : address, subnet mask, and
default gateway for

SpamTitan.
Note: When you save the Network Configuration sgiiyou may be disconnected from

the SpamTitan server if the IP address is changed will then have to access the
SpamTitan server at its new IP address.

DNS Settings

The domain name system (DNS) is a distributed blasa for the management of Internet
name spaces. DNS allows you to either convert tnho®e to an IP address or,
alternately, convert the IP address to a name rgedeokup).

o TheSystem Setup>
Network page allows you

B | L_s>=_| o configure the DNS
DMNS Server{s): | Add Settlngs
1]216,93.170.17 Delete
2|216.93.160.16 Delete
Use DMNS Cache: OFF
The following table describes the DNS settings:
Field Description
Domain This specifies the primary domain for thplemce
DNS Server(s) Specifies the list of primary andoselary DNS

nameservers in Internet address (dot notation)dbrm
that the DNS resolver should query. Up to 3 name

1€



servers should be listed. If you specify more than
name server, then the resolver will query thenhen t
order listed.

Note: Certain features of SpamTitan , such as RRL a
SURBL tests for depend on DNS availability in order
to correctly categorize messages.

Use DNS Cache If enabled, all DNS queries will aehed locally on
the appliance. DNS queries will first be handledhry
local cache, and if the answer is available locally
returned immediately. Otherwise the, the query ball
forwarded on to the specified nameserver(s). Ilfryou
specified nameservers already provide DNS caching
you may wish to disable this feature. DNS cachig i
enabled by default.

Flush Cache Click thElushbutton to clear the DNS cache.
HTTP Proxy
—— « SpamTitan uses, by
56 HTTP Praxy: on sl default, port 80 to retrieve
ekl Ir:d ik Virus signature updates

and spam rule updates. If
you use an http proxy
server in your organization the Enable the HTTBpietting on th&ystem Setup>
Network page, and specify tHéTTP ProxyandHTTP Port Incorrect proxy settings
may cause your virus signature and spam rule updatiail. HTTP proxy is disabled by
default.

Static Routes

If you have complex routing requirements, then yray need to manipulate the network
routing tables by adding static routes.

« TheSystem Setup>
Route: | add Network page allows you
I B to manipulate static
' ' routes.

To add a static route enter the routing informatad press thAddbutton. Use the
following syntax when adding a route:

V5.04a 17



[-net | -host] destination gateway [netmask]

where destination is the destination host or ndtywgateway is the next-hop intermediary
via which packets should be routed. Routes to acpdar host may be distinguished from
those to a network by interpreting the Internetradsl specified as the destination
argument. The optional modifiers -net and -hostddhe destination to be interpreted as
a network or a host, respectively. Otherwise, & destination has a “local address part”
of INADDR_ANY (0.0.0.0), or if the destination ike symbolic name of a network, then
the route is assumed to be to a network; othenwisgepresumed to be a route to a host.
Optionally, the destination could also be specifiethe net/bits format.

For example, 128.32 is interpreted as -host 128P;128.32.130 is interpreted as -host
128.32.0.130; -net 128.32 is interpreted as 128.82-net 128.32.130 is interpreted as
128.32.130.0; and 192.168.64/20 is interpreteches192.168.64 -netmask
255.255.240.0.

System Time

SpamTitan uses the time and date settings to tiamepslog events, to automatically
update anti-virus definition files and spam rulefdes, and for other internal purposes.

Use theSystem Setup> Time page to set the time and date of the appliancedate
and time can be set manually with the help of tlogdlown menu or can be
automatically synchronized using NTP. Network TiRretocol (NTP) is a protocol used
to synchronize computer clock times in a networkarhputers. NTP uses Coordinated
Universal Time (UTC) to synchronize computer cltiokes to a millisecond, and
sometimes to a fraction of a millisecond. By deffaihle Mail Firewall Appliance uses an
internal list of public NTP servers to automatigalpdate the time.

« To select your time zone
and automatically update

Tirmie Tane [Rrmericalion_irgeies

NTP Settings: T zl the time, choose the time
PR e T [ zone from the Time Zone
- N ACE | S menu.

Then choos&Jse NTP to synchronize timédrom the NTP Settings menu to use NTP to
set the time automatically. You must specify astdaNTP server to use for time
synchronization. Press the Reset button to resellTP servers to the CMFA default
servers. These are several publicly available sgrve

If you want to set the time manually, then seNotNTP Serverfrom the NTP Settings
menu. Then enter the date in the Month, Day and elds and the time in the Hours,
Minutes and Seconds fields. After selecting theetsattings, click Save to update the
date and time.

18



Mail Relay: General Settings

Gener : « TheSystem Setup>

Hastnate! e Mail Relay page controls

Max message sice: 1 Lnkered 5 faen the SpamTitan settings
for thepostfix mail relay.

The following table describes the settings in@eneral Settingsection:

Setting Description

Hostname This describes the fully qualified hostearh
SpamTitan.

Max message size This describes the maximum mesgagthat will be

accepted. If your backend mail server has a linoiat
on message sizes, you should set this to the same o
lower value. A reasonable setting would be 20MB or
40MB.

Mail Relay: Trusted Networks

T—— If you want to relay
Miwived Networks: [ aa outgoingmail through
] SpamTitan you must
specify the list of hosts
and/or networks that are
allowed relay mail. Use thErusted Networks section orSystem Setup> Mail Relay
page to configure these networks.

t|120.0/0008 | |-'u|-| |

The list of trusted networks is a list of netwoddaesses or network/netmask patterns
specified in CIDR (Classless Inter-Domain Routifagginat. The netmask specifies the
number of bits in the network part of a host adsirélote: The list is matched from top to
bottom, and the search stops on the first matclci§p pattern to exclude an address or
network block from the list.

In the example, above the trusted networks ardiost(127.0.0.1), and the host
192.168.131.1. Any other client connecting from 182.168.131.0/28 network (or any
other network) will be prevented from relaying mail

V5.04a 19



Mail Relay: Managing Domains

« Use theDomainssection

Dromeain: |

ik of theSystem Setup>

[eitivakion Servet |

Dusstiration Poit: E'I

Mail Relay page to add
- or edit domains that your

Recipient Verfication;  [ioFaogert verfoson

Dinmain it A Serves
ek 192 158 158, P54 20275

- organization accepts mail.

Rraic Optinit |
|
Bz File Ecit Tost Dolste|

The following table describes each of the fields.

Field

Description

Domain

Describes the domain that will receive niaihe
resolved destination address matches one of tieel lis
domains or a sub-domain thereof, then the message
will be accepted for processing; otherwise the mwll
be rejected as an unauthorized relay attempt.

Typically the destination mail server would be your
Microsoft Exchange Server, or alternative mail serv
on your local network.

Destination Server

This is the hostname or IP addo¢ the mail server
which will receive mail after been processed by
SpamTitan.

Destination Port

This is the port number of thetidasion mail server.
Default 25.

Recipient Verification

Recipient Verification pral@s a means of protecting
against Dictionary Attacks.

A Dictionary Attackis an email spamming technique in
which a spammer sends out thousands of emails with
randomly generated addresses using combinations of
letters in the hopes of reaching a percentagetafbc
email addresses. This can add a significant but@len
your email server and, depending on your server’s
configuration may result in a number of bounce
messages. For instance, Microsoft Exchange attempts
to protect against Dictionary Attacks by accepting
messages for all recipients rather than rejectinglid
recipients and letting a spammer know which account
are valid. Unfortunately, this often leads to
unnecessarily high Exchange server CPU loads becaus

2C



the server still attempts to send one or more non-
delivery notifications for every invalid recipient.

If Recipient Verification is enabled, then messatges
unknown users are immediately rejected, before the
message even arrives in your network.

SpamTitan can use several methods to perform
recipient verification depending on your environien
If your mail server supports recipient verificatighen
you should seleddynamic Recipient Verification.
Most Unix based mail servers, GroupWise, and
Exchange 2003 (off by default) support this optilon.
the Verification Server field specify the serveattthe
verification probe should be sent to. Normally tiwid
be the same as tiestination Serverbut in some
cases it may be a different server if required.

For Exchange 2000 mail servers, or other mail gerve
that support LDAP directories, seleddAP Recipient
Verification and enter in your LDAP server details.
This will query the LDAP server to check if the
intended recipient(s) are valid or not.

If none of the above options are available, them gan
Specify a list of Allowed Recipientdy manually
entering all allowed email addresses, or Imporéing
flat text file of allowed addresses. Specify oneagm
address per line.

Test

The domaiitestlink allows you to test your domain
configuration settings. In the popup window enter a
valid email address for the selected domain ansispre
the Sendbutton. This will attempt to send a test
message to that address using the destinationrserve
configured.

V5.04a
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Mail Relay: Frontline Content Controls

The SMTP protocol has no built-in method for autieating senders of emails, and as
such spammers have employed a number of tactidgdong their identities. Examples
include spoofing the Envelope sender address oassage or using a forged HELO
address. Some unsolicited commercial email (UCE)beablocked here by applying
strict SMTP checks. This will block some UCE softevéhat violates the SMTP protocol.

TheFrontline Content
Controls section of the

)

P e System Setup> Mail
Rraquire Resolvable Hostname: OFF [Enable | Relay page a"OWS yOU tO
Rieject HELG Hostnama Restrctions | _\le manage the SMTP

b = controls that are used to

Allowed HELO Hostname Restrictions: [ Add ]

| — | reject messages based on
SMTP properties of the
Enforce REE Comihance: orF == ] connection, and the
originating IP address of
the connection.

Require Fully Qualified Domain

ol Dizable
Names: L)

Reject Unknown Sender Domain: OH Disable

Realtime Blackhole Lists (RBLS): 0N ] These OptionS allow you
| to screen messages before
s B they have been
na R Ao = downloaded to the
| B I appliance, thus saving on

bandwidth and freeing
the spam engine from
ek Btasik Ao processing messages,
I TS ! which could have already
been identified as spam.

Sender Policy Framework (SPF): OFF Enable

The following table describes the Frontline Cont€antrol settings:

Setting Description

Require HELO (EHLO) Activate this option if you waBpamTitan to require
that connecting clients send a HELO (or EHLO)
command at the beginning of an SMTP session.
Requiring this will stop some UCE software. This
option is disabled by default.

Require Fully Qualified Activate this option to reject a SMTP connectionewh

Hostname the hostname in the client HELO (EHLO) command is
not in fully-qualified domain form, as required the
RFC.

22



Reject HELO Hostname This allows you to list HELO hostname entries that

Restrictions will be rejected if used by the connecting clier LD
command. For instance, no properly configured mail
server should HELO dsecalhostsince we are
localhost, nor should they use our host or domain
name.

Allowed HELO Hostname  This allows you to list HELO hostname entries that

Restrictions may be used by non-compliant (but legitimate) mail
servers who do not adhere to the RFC. For instdnce
you are checking for HELO Fully Qualified hostnames
and/or resolvable HELO hostnames, and a particular
connecting mail server does not meet these
requirements, then you can enter that clients HELO
entry here to allow the connection to be accepted.

Note: The connection may still be rejected, if for
instance, the client fails an RBL check or recipien
verification check.

Enforce RFC Compliance Activate the Enforce RFC @lience setting to
control how tolerant SpamTitan is with respect to
addresses given in the MAIL FROM or RCPT TO
SMTP commands.

If enabled, Postfix will require envelope addresses
be within angle brackets (<>) and without extrargeou
information as required by the RFC.

Unfortunately, the widely-used Sendmail program
tolerates lots of non-standard behaviour, so aflot
software expects to get away with it. As such, gein
strict to the RFC not only stops unwanted mainaty
also block legitimate mail from poorly-written mail
applications. This option is disabled by default.

Require Fully Qualified Activate this option to reject connections if trosleess

Domain Names in the client MAIL FROM command is not in fully-
qualified domain form or if the address in the wtie
RCPT TO command is not in fully-qualified domain
form

Reject Unknown Sender Activate this option to reject the connection witleg
Domain sender mail address has no DNS A or MX record.

Realtime Blackhole Lists The Realtime Blackhole List feature can be used to
(RBLS) check external databases (DNSbl) for known spammer
hosts or relays. A DNSbIl (DNS Blocklist) works fiér

V5.04a 23



addresses only. The Mail Appliance can thus check a
clients IP address against DNSbl's - but not sender
addresses.

Use DNSbl's with caution. The core Mail Appliance
engine will use them when determining the spamescor
of a mail - but unlike these settings will not ogitrt
reject the mail. There are several free servicasdfier
DNSbl lookups on the Internet. The following arenso
good DNSbI servers (in no particular order):

cbl.abuseat.org

opm.blitzed.org

bl.spamcop.net

dnsbl.sorbs.net

RBL Reply Message

This is the template for the@asp that is used when
an SMTP client request is rejected by a RBL. Thpdyre
template is subjected to one level of macro suligiit.
See http://www.postfix.org/uce.html#default_rbl_Isep
for the exact syntax of this entry.

Allowed RBL IP Addresses

This is a list of IP adsires or CIDR addresses that
will be accepted, even if they fail an RBL testisTis
to facilitate RBL false positives

Sender Policy Framework

SPF allows the owner ajraain to use special DNS
records to specify which machines are authorized to
transmit e-mail for that domain. For example, the
owner of the example.org domain can designate which
machines are authorized to send email whose email
address ends with @example.org. When receiving a
message from a domain, the receiver can check the
DNS records to make sure that the mail comes from
locations that the domain authorizes.

Note that there is a performance penalty for all
messages when using SPF as multiple DNS queries
need to be performed to retrieve a domains SPKdeco
When Enabled messages that fail the SPF test avill b
rejected. This option is Disabled by default.

24



Blacklisted IP Addresses The Blacklisted IP Addesdsst is a list of IP addresses
or CIDR addresses that will be rejected duringitiiteal
connection.

Rate Controls: Rate Controls

The SpamTitan appliance
Rate Controls features,
found atSystem
Setup>Rate Controls
provide protection against
SMTP clients that make
too many connections

and/or too many connections in a small amountroé ti for example during a spam storm
from a spambot. The appliance can limit the nunatbermultaneous connections from the
same SMTP client, as well as the connection radetlaa rate of certain SMTP commands
from the same client. If the limits are exceedbdntfurther connections are deferred from
that client until such time that they fall agairidve the thresholds. Note: These limits must
not be used to regulate legitimate traffic: maill suffer grotesque delays if you do so. The
limits are designed to protect the appliance agaibsse by out-of-control clients.

The following table describes the options on tlage

Field Description

Maximum Number of Here specify the maximum numidesimultaneous

Connections That an. connections that an SMT Rtair&y make.

SMTP Server May Make Default: 50. To disable tleigttire, specify a limit of
0.

The Maximum Number of Here specify the maximum benof connections that

Connections That an SMTP ~ SMTP client may make60 aecond period.

Server Can Make in a 60 Default: O (disabled -d.elient can make as many

Second Period connections per 60 second time pasidde appliance

can accept).

Maximum Number of Here specify the maximum number of message
Message Delivery Requests  delivery requests th&MhAP client may make in a
That an SMTP Client May 60 second period. Defdu(ino limit).

Make in a 60 Second Period
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Maximum Number of Here specify the maximum number of recipient
Recipient Addresses That addresses that an SMé@R aliay specify in a 60
an SMTP Client May second period. Default: O (mait).

Specify in a 60 Second

Period

Click the Save button to save your settings. CiekReset button to reset the rate
controls to the default values

Rate Controls: SMTP Client Settings

Rate Control Exceptions,
found atSystem
Setup>Rate Controls,
allow you to specify

SMTP clients that are excluded from connection ratel limits specified above. By default,
clients in trusted networks are excluded. (Spezilgt of network blocks or IP/CIDR
addresses)
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Managing System Updates

SpamTitan is continually
striving to improve its
products.System Setup
> System Updates
allows you to keep your
software current with the
latest patches and
functionality
enhancements from
SpamTitan.

Periodic system updates are released from Spamthigamay contain the following:

New features
Patches

Spam and Virus engine updates

Security updates

The following table describes the options on tlage

Field

Description

Check for Updates Now

ClicRtart to check for and download any available
system updates. A popup window will show the
progress of the task. The download (if any) mag tak
few minutes depending on the size of the update.
Please ensure that any pop-up blocking software doe
not block this new window, so you can monitor the
progress of the update process.

Pre-Fetch System Updates
Automatically

V5.04a

System Updates may also be automatically imported
when they become available.

Note that these imported update packages natibe
immediately installed. They will be listed with eth
uninstalled updates under the Available Updateletab

Note: FTP outbound access must be enabled in order
for the appliance to check for, or fetch new upsate




Frequency This process can be run with a Frequehlagurly,
daily (default), or weekly.

Administrator Email Address Enter the email addiesan administrator to be
notified via email of new system updates that have
automatically been pre-fetched.

Import from File If you cannot obtain FTP access ilso possible to
import a system update from file. Contact SpamTitan
Technical support for more information.

Current System Revision This lists the currenttatied version.
Installed Updates This lists all the updates tlaatehbeen applied.
Available Updates This lists all the updates thratehbeen fetched, but

which have not yet been installed. Always read the
release notes before installing a new system update

To install an unapplied update, click timstall link for
that update. Since System Updates must be applied i
order, installing a package will also install lower
numbered (earlier revisions) packages automatically
necessary.

Note: System Updates uses FTP to retrieve packag8palinTitan is behind a firewall
please ensure that FTP access is available.

Note: Mail Processing is disabled while installing ateyn update. Therefore you should
apply system updates during non-business hours.

28



Shutting down the Appliance

The System Setup >

Shutdown/Restart page
allows you to shutdown
or reboot the appliance.

The following table describes the fields on thigga

Field

Description

Uptime

The uptime shows how long the system hags bee
running. Please note that after 497 days the uptime
counter is reset to zero.

Load Averages

The load average shows the load geefahe system
over the last 1, 5 and 15 minutes respectively.

Actions

Select.ogout to log out of the User Interface.

SelectShutdown to shutdown and power off the
appliance. This process will take approximately 2
minutes. After the complete shutdown you can safely
switch off the appliance. All settings and configion
are saved on shutdown and restart.

SelectRestart to reboot the appliance.

Note: Access to the User Interface will be terminatitdre&Shutdown and during Restart

V5.04a
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Clustering

Setting up a SpamTitan Cluster

SpamTitan appliances can be clustered to proviae b@lancing and failover. This
chapter explains how to set up a SpamTitan clastdirun reports on a cluster. Note that
all non-local settings are automatically replicadéedoss every node in the cluster, but can
be individually changed by an administrator.

To set up a cluster:

1. Install SpamTitan on each of the nodes that Istincluded in the cluster.

2. Load a valid license on each nobete: each license must be for an identical
number of users (up to 100 users, for example).Mseng a Production License,
the first node in the cluster must have an STPriseaand other nodes must have
an STC License. Evaluation Licenses may also bé.use

3. On the first node, navigate to tGRister menu and enter thghared Secret
Leave theCluster Member blank and clickloin.

4. Via theCluster menu on the next node to be added, enteStiaeed Secretand

then enter the IP address of the first or primargeninto theCluster Member
box. ClickJoin.
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5.

Repeat the steps for each additional node twded.

Restrictions and Considerations

The following restrictions and considerations skdug noted prior to creating a cluster:

1. SpamTitan does not support geographically dsgukclusters.

2. Communication between nodes is via HTTP andseguently, this should not
be disabled on any of the appliances forming thstet.

3. A minimum of 1 GB of memory per cluster nodeessommended.

4. In the event that one or more nodes are undk@jlboth quarantine reporting
and cluster-wide reporting will be paused untiltstime as all nodes are again
available.

V5.04a
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Content Filtering

This chapter covers the configuration of the Videsection engines, the Spam engine,
and the message attachment filter.

Content Filtering: Viruses

SpamTitan contains integrated virus scanning esgmoen ClamAV and Kaspersky.
Virus scanning with Clam AV and Kaspersky Antiviissenabled by default, with
hourly checks for definition updates

Clam AntiVirus

The Clam Antivirus is a powerful, fast, and mosportantly accurate virus detection
engine that uses a scalable multi-threaded daemscan for viruses and viruses. It has
built in support for scanning within all archivesdacompressed files (and also protects
against archive bombs).

Kaspersky AntiVirus

SpamTitan ships with Kaspersky virus scanning engtfou activate the key when you
enable Kaspersky on ti@ontent Filtering > Viruses page. Once the Kaspersky virus
scanner is enabled it will be used in parallel wité Clam Antivirus engine to detect
viruses.

Enabling Virus Scanning and Configuring Global Sett ings

Use theContent
Filtering > Viruses page
to configure the appliance
to scan messages for
viruses and specify the
virus notification settings.
If enabled, virus scanning
is performed prior to anti-
spam scanning.

The following table describes the global virusgliihg options:
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Virus Filtering Options

Description

Virus Filtering (ON/OFF)

When virus filtering is ahled, all emails are screened
for unwanted content like viruses and Trojan harses

Note: You can enable/disable virus checking for
individual users and/or domains by modifying the
policy for that user/domain. Virus Filtering is dxhed
by default.

Notify Intended Recipient

Enable this option if yeant to notify the intended
Recipient of a virus infected message that theaiem
was blocked via an email notification message. The
recommended setting for this is disabled.

Notify Administrator

If you also want to notify akdministrator of a virus
then enable this option and enter ¢#meail addressof
the administrator.

Stop scanning if virus detected If both the Clama@nd Kaspersky Antivirus engines

are scanning messages enabling this option wikeau
SpamTitan to not wait for the second (slower) eagin
to finish. This option is disabled by default.

Managing Virus Definition Updates

TheClam Antivirus engine is the default Antivirus engineg fepamTitan when virus
checking is enabled. Théaspersky Antivirus engine is an optional virus scanner that
may be run in parallel with ClamAYV to provide dualer virus protection.

Content Filtering >
Viruses allows you to
manually update the virus
definition files and
change the frequency of
the checks.

The following table describes the Clam Antivirusddpe Settings:

Clam Antivirus Update
Options

Description

Database Last Update

Displays when SpamTitan pgudiea the Clam
definition updates.

V5.04a
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Database Version

Displays the version of Clamighatirrently running
on SpamTitan together with the revision numbetttier
latest definitions and when these definitions were
produced.

Update Now

Clickstart to check for, retrieve and install the latest
ClamAYV virus definition file.

Enable Automatic Updates

Determines if ClamAYV vidaginitions are
automatically retrieved and applied. Recommended
setting iSON. Click Disableto disable automatic virus
updates.

Frequency

Determines the frequency with which SpganTwill
check for updates. The recommended settigisly
— ensuring that your appliance is always up-to-date
with the latest virus definitions.

The following table describes the Kaspersky AntigitJpdate Settings:

Kaspersky Antivirus
Update Options

Description

Status

Determines if Kaspersky antivirus is enabledbot.

Expiration Date

Displays when the Kaspersky licengkexpire. When
the license expires no more updates will be retdev

Database Last Update

Displays when SpamTitan pgdiea the Kaspersky
definition updates.

Database Version

Displays the version of Kaspetisétiyis currently
running on SpamTitan together with the revision
number for the latest definitions.
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Update Now

Clickstart to check for, retrieve and install the latest
Kaspersky virus definition file.

Enable Automatic Updates

Determines if Kasperskysvdefinitions are
automatically retrieved and applied. Recommended
setting iSON. Click Disableto disable automatic virus
updates.

Frequency

Determines the frequency with which Spganwill
check for updates. The recommended settilgisly
— ensuring that your appliance is always up-to-date
with the latest virus definitions.

V5.04a

35



Content Filtering: Spam

SpamTitan uses a multi-layered approach to elinmgapam at the email gateway. This
cocktail approach of determining if a message @&yspnsures that there are a minimum
number of false positives (i.e. clean mail misdfae as spam). A spam score is
assigned to each message which is calculated biginorg the scoring from each layer
of the message. The following tests are perfornredach message:

Harvesting/Dictionary attack protection
Collaborative Spam Fingerprint checks
RBL tests

SURBL tests

Bayesian Analysis

Rule based spam scoring
Whitelist/Blacklist filters

You can see a messages spam score in the Repodsgage history page of the user
interface. It can also be see in the X-Spam-ScadeXaSpam-Status messages that are
added to all inbound mail messages.

Enabling Scan Scanning and Configuring Global Setti ngs

Use theContent

Filtering > Spampage to

configure the appliance

to scan messages for

spam and specify the

spam notification
settings.

The following table describes the Spam Filteringans:

Spam Filtering Options Description

Spam Filtering (ON/OFF) When virus filtering is é&hed, all emails are screened
for spam.

Note: You can enable/disable spam scanning for
individual users and/or domains by modifying the
policy for that user/domain. Spam Filtering is eedb
by default.

Bypass analysis for mails ~ Spam messages by their nature are typically small
larger than (kb) messages. To save on CPU resources there is no need
to scan messages above a certain size. The spam
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scanning engine is not called when the messageibody
greater than 128kb (default).

Notify Administrator

Spam Rule Updates

If you also want to notify akdministrator of a spam
then enable this option and enter ¢#meail addressof
the administrator. This option is disabled by défau

updates.

Content Filtering >
Spam> Spam Updates
allows you to manually
update the current spam
definitions, as well as
change the interval that
SpamTitan checks for

The following table describes the Spam Updatedsdiel

Field

Description

Rules Last Update

Displays when SpamTitan last igodde spam rule
definitions.

Update Now

Clickstart to check for, retrieve and install the latest
SpamTitan anti-spam rule definitions

Enable Automatic Updates

Determines if SpamTitanspam rule definitions are
automatically retrieved and applied. Recommended
setting isON. Click Disableto disable automatic spam
rule updates.

Frequency

Determines the frequency with which Spganwill
check for updates. The recommended settinigily —
ensuring that your appliance is always up-to-datk w
the latest spam rule definitions.

V5.04a
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Content Filtering: File Extensions

The attachment filtering capabilities of SpamTitdilows you to block and quarantine
messages if they contain attachments with cerii@mextensions or certain file types that
are inconsistent with your corporate policies. Yoan filter attachments based on their
specific file type, or fingerprint. Using the fifengerprint to determine the exact type of a
message attachment prevents users from renamirgdj@aus attachment extension (e.g.
.exe) to a more acceptable extension (e.g. .tit)arhope of getting past attachment
filters.

TheContent Filtering >
File Extensionspage
allows you to specify a
corporate email policy as
regards attachments.
Note: Virus infected
emails will be acted on
before the file extension

filter.
The following table describes the file extensiotiisgs:
Field Description
File Extension Filter When file extension filtering is enabled, all ersale
(ON/OFF) screened for banned attachments.

Note: You can enable/disable spam scanning for
individual users and/or domains by modifying the
policy for that user/domain. File Extension Filteyiis
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enabled by default.

Notify Intended Recipient

If you want to notify tiveended Recipient of blocked
mails due to the presence of a banned file extansio
then enable this option. Disabled by default.

Extensions

This lists all the file extensions thil be blocked by
the attachment filter. If the message contains an
attachment with a filename that ends with one es¢h
extensions then the message will be quarantine or
blocked. This is useful to catch new virus outbeeak
before Antivirus vendors have updated their virus
definition files.

See Anti-Spam Engine: Domain Policies on page 47
for details on the actions taken when a message is
deemed to have a banned attachment.

File Types

This lists all the file types that vk blocked by the
attachment filter. If the message contains an lattent
of a file type that matches a specific pattern base
its fingerprint (similar to the Uniyfile = command) then
the message will be quarantined or blocked.

The following file types are recognized:
txt: ASCII text file
pgp: PGP file
jpg: JPEG image file
gif: GIF image file
png: PNG image file
tif: TIFF image file
pcx: PCX image file
bmp: PC bitmap file
mp3: MP3 file
mpeg: MPEG file
avi: AVI file
wav: WAVE audio file
swf: Macromedia Flash file
html: HTML document
xml: XML document file
sgml: Exported SGML document
ps: Postscript file
pdf: PDF file
rtf: Rich Text Format file
doc: Microsoft Office file
lat: LaTeX file
dvi: TeX DVI file

V5.04a
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java: Compiled Java class file

url: MS Windows 95 Internet shortcut

gz: gzip compressed file

bz2: bzip2 compressed file

Izo: Izop compressed file

Z: compressed file

Zip: Zip archive

rar: RAR archive

Ilha: LHa archive

arc: ARC archive

arj: ARH archive

Z00: Zoo archive

tar: GNU/POSIX tar archive

cpio: ASCII cpio archive

rpm: RPM file

tnef: Transport Neutral Encapsulation Format
(TNEF) file

cab: Microsoft cabinet file

uue: uuencoded file

hgx: binhex file

asc: ASCII file

exe-ms: MS-DOS or MS Windows executable
exe-unix: Unix (RISC, ELF, COFF) executable
exe-vms: VMS executable

exe: MS-DOS, MS Windows, VMS or Unix
executable

Mime Types This lists those messages that willlbeked if they
contain an attachment of a specific MIME type based
on MIME Content-Disposition and Content-Type
headers, both in their raw (encoded) form and in
rfc2047-decoded form if applicable. This rule ismgar
to the Extensions rule, except only the MIME type
given by the MIME attachment is evaluated.

Archive Exceptions This table allows you to listihparts that will be
allowed through that may otherwise fail because the
decoded form contains a banned extension or MIME
type. This provides the ability to allow compressed
files, or archived files (e.g. .Z, .gz, .bz2, .rpepio,
tar, .zip, .rar, .arc, .arj, .z00).

Click Saveafter making any changes to save and apply yourggsa
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Anti-Spam Engine

Anti-Spam Engine > Settingspage allows you to manage the general settinghéor
anti-spam engine.

Network Testing

SpamTitan uses a number of network based tests @dtermining the spam score for a
message.

Razor andPyzor are
distributed, collaborative,
spam detection and
filtering networks that
uses statistical (e.qg.
volume of recipients) and
randomized fuzzy
checksums to efficiently
spot mutating spam content. These databases arawmsly updated with new spam
messages. Both checks are enabled by default.

Realtime Blackhole Lists (RBLS)are used to check if an incoming message has passed
through one or more machines which are blackliakedpam sources or relays. These
DNS blocklists are a common form of network-acdassilatabase used in spam
detection. Unlike the RBLs used by the MTA, theutessof these checks simply

contribute to the final spam score for a message.

Note: Network tests all require access to their sertle@ugh your firewall in order for
these tests to operate. See Appendix A — Firewfdkmation for more information on
what ports may need to be opened on your firevsalpfoper operation.

Click theCheck button to check access to these network servicete &lso that the
remote Pyzor and Razor servers may be temporardyailable. If this happens and
these tests are enabled then there will be a dietay in the processing of each message
while these services timeout (10 seconds).
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Internal Networks

The Spam engine will automatically attempt to fegout which Received: headers were
inserted by trustworthy mail servers or relays, aith were not. This allows it to
optimize RBL lookups, detect when mails never éeftusted network path, and increase
spam scoring accuracy.

Internal Networks should

include all hosts that act

as an MX for your

domains, or that may

deliver mail internally in
your organization. If SpamTitan is the MX for yaanganization then you may leave this
as the default (127.0.0.1). For instance, if maik&ng your organization is first
processed by another server before being relay8pamTitan then it should appear in
this list. Also if an internal mail server is reiag mail out of your organization then its
IP address should appear in the list.

Entries may be specified as a single host or atwaank specified in CIDR (Classless
Inter-Domain Routing) format.

Bayesian Database

SpamTitan contains a
Bayesian classifier which
tries to identify spam by
looking at what are called
tokens words or short
character sequences that
are commonly found in
spam or clean messages.
For instance, if the
Bayesian database has
learned 100 messages
with the phras@enis
enlargementthe Bayesian code is pretty sure that a new rgedsat contains that
phrase is spam and as such raises the spam sdbed ofessage.

The following table explains the various Bayesiatdbase settings that are found on the
Anti-Spam Engine > Settingspage:

Field Description
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Bayesian Analysis
(ON/OFF)

Shows if Bayesian analysis is enabled. Enabled by
default.

Spam Messages

This field indicates the number dfmessages that
have been learned as spam by the Bayesian classifie

Ham Messages

This field indicates the number of massages that
have been learned as clean messages by the Bayesian
classifier.

Tokens This is the total number of individual tokehat the
Bayesian classifier has learnt.
Oldest Token Indicates the date of the oldest take¢he Bayesian

database.

Newest Token

Indicates the date of the newest tokéme Bayesian
database.

Last Expired

Indicates when tokens were last eddiem the
database.

Auto Learning (ON/OFF)

If auto learning is enabled the anti-spargine will
automatically feed high-scoring (or low-scoring iai
for non-spam) into the Bayesian classifier. If auto
learning is disabled then messages will only benkec
when users confirm spam from their quarantine tspor
or release messages (false positives). Auto Legiigin
Enabled by default.

Non-spam Threshold

This field indicates the schregsholdbelowwhich a
message has to score before the anti-spam endine wi
feed it into the Bayesian classifier as a cleansags.
Default is 0.1.

Spam Threshold

This field indicates the score tiokkabovewhich a
message must score before the anti-spam engine will
feed it into the Bayesian classifier as a spam aggss
Default value is 10.0.

Note: The spam engine requires that the message sco
at least 3 points from the message headers anth&po
from the message body to auto learn the message as
spam. Therefore the minimum working value for this
setting is 6.

Force Bayesian Expire

In order to prevent the Bayesian database from igigpw
too big, tokens are automatically expired from the
database when certain criteria are met. Theseiarite
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are:
The last expire was attempted at least 12 hours
ago.
The number of tokens in the database > 100,000
There is at least a 12 hour difference between
the oldest and newest token times.
Use this option to force an expiry attempt of the
Bayesian database, regardless of whether it may be
necessary or not. The above criteria will be used t
decide if tokens are actually expired or not.

Reset Bayesian Database This option resets the Bayesian database and ¢hesars
database adll tokens.

Passive OS Fingerprint Provides the ability to identify the connecting SMT
client operating system and to reward or penalize
messages originating from specified operating syste

Penpals Soft Whitelisting

Penpals soft-whitelisting

lowers the spam score of

received replies to a

message previously sent
by a local user to this address. This can be usefuleventing potential false positives
from email addresses that users are in frequertacowith.

When a message is received, SpamTitan checks élsaage was sent in the reverse
direction, i.e. from a local user (which is nowegipient of the current mail) to the address
that is now the sender of the message being predeBsany such message exists, then the
age (seconds since the most recent message) isousaidulate an exponential decay score
to be deducted from the spam engine score. The raceatly the message has arrived the
bigger the decay

Note that penpals soft-whitelisting aids incomingilimand internal-to-internal mail, but has
no effect on outgoing mail.

The following table describes the file extensiottisgs:
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Field Description

Use Penpals Indicates if penpals is enabled oDefault is OFF. If
you are using SpamTitan to process outbound email,
then it is recommended to enable penpals.

Penpal bonus score This field indicates the maxiracone deducted when
a message is received from a penpal (i.e. when the
sender is known to have previously received maiifr
our local user from SpamTitan). A setting of zedp (
will disable the penpals feature.

Default is 3.

Optical Character Recognition

The use of Optical

Character Recognition

software allows
SpamTitan to scan embedded images in email andgbfobm image-only based spam,
which may otherwise go undetected. By using OCRnStan can use the text
contained within an image to assign a spam scafeetmessage. OCR scanning can be
quite CPU intensive, and as such the use of OCRaddl a couple of seconds to the
processing time for each message which contairsrdoedded image. For busy servers
with scarce system resources it may be desirallestdle OCR scanning.

Botnet Analysis

When enabled, DNS

validation is

performed on the first
untrusted relay looking for signs of a potentiddbtnet infected host. For example, no
reverse DNS, a hostname that would indicate arcli&Rt, or other hosts that aren’t
intended to be acting as a direct mail submittéside of their own domain.

Passive OS Fingerprinting

Passive OS

Fingerprinting is a

plugin which allows
SpamTitan to identify the operating system of tberecting SMTP client with
reasonable accuracy. Most spam originates fronsdhgromised Windows desktop
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systems. It is calledassivesince SpamTitan simply sniffs the network trafficibgoes

by. This allows us to penalize Windows XP operasggtems and reward unix operating
systems. While OS fingerprinting can never be cetey accurate, it does a very good
job at identifying most Windows SP systems. Notayéver that NAT routers and
firewalls can make some systems unidentifiableoABpamTitan will only be able to
identify the OS of the last hop client- so if aspaessage is relayed through one of
your own relays before reaching SpamTitan, therrdébalts would be those of the relay
and not the originating SMTP spam client

Performance Tuning

The number oEMTP

Processesletermines

how many parallel can be
run to process mail. The default of 5 processssiiable for most organizations,
however for some organizations with a large thrguglof email may need to increase
this setting. Each process consumes quite a biteohory, so the memory available can
determine how may processes you can run beforemmgpccurs. If you increase this
setting too high and the appliance starts swapmpnthe load regularly goes beyond 3
then you should decrease this setting. Going bey®nasually brings no more
improvement in overall-system throughput, it juststes memory and could possibly
degrade performance

Language Options

The language and locale

settings on thénti-

Spam Engine> Settings

page allows you to
specify which languages and locales (country codestonsidered OK to receive mail
from.

The following table describes the language options:

Field Description

Allow All Languages This field specifies which lamgges are considered OK
to receive email from. Mail using character setsdus
by these languages will not be marked as possisy b
spam in an undesired language.

The default value is to allow all languages.
Note: The language cannot always be recognized with

sufficient confidence, in which case no score hdl
assigned to that test.
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Allow All Locales

This field specifies which locadcountry codes) are
considered OK to receive email from. Mail using
character sets used by languages in these coyntiles
not be marked as possibly being spam in a foreign
language. If you receive lots of spam in foreign
languages, and never get any non-spam in these
languages, thimayhelp. Note that all ISO-8859-*
character sets, and Windows code page character set
are always permitted.

The default value is to allow all locales.
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Anti-Spam Engine: Domain Policies

SpamTitan contains extensive content scanning assage filtering capabilities that
allows you to enforce corporate policies on all sages that enter or leave your
organization on a per-domain or per-recipient basis

For each new domain that is added a default p&dieyatomatically created. Therefore
any mail to a user within that domain will use gaticy for that domain; although a
different user based policy may be created forauser

Anti-Spam Engine > Domain Policiesallows you to manage the per-domain policy
settings. These domain settings will be inheritgélbusers in those domains.

The following table describes the domain policyiegs:

Field Description

Select Policy Select from the drop-down list a domain policy to
manage. A policy exists for all domains created @lu
policy for outbound mail.

Spam Filtering (ON/OFF) Specifies whether spam filtering is endlita the
selected domain.

Consider mail spam when This is the anti-spam engine scoring threshold abov
score is greater than which mail is considered to be spam. Default: 5.

Spam should be... These are the actions that should be performed ahe
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message is identified as spam:
Quarantine: The message is accepted but
guarantined. It will appear in the Quarantine
Report of the recipient(s) and may be later
released from the quarantine if it is deemed by
the user to be a false positive.
Passed (Tagged)The message is analyzed as
normal, but will be passed onto the end
recipient(s) regardless. However, headers will
be added to the message so that it will be
possible to filter messages on the backend mail
server and/or on the end-recipients Mail User
Agent (MUA). You may also prepend text to
the Subject header, indicating that the message
has been identified as spam. Eng®pam
Modifies Subjectand specify an appropriate
Spam Subject Tag
Reject The message will be rejected.

The default action is to quarantine all messagas th

exceed the spam threshold.

Add X-Spam headers to
non-spam mails (ON/OFF)

Specifies if addition headers are added to the agess
indicating the result of the spam analysis. Thelkea
added are:
X-Spam-Status This will show if the message
exceeded the spam threshold and the score that
it achieved. It will also list what rules where
fired by the anti-spam engine.
X-Spam-Score This simply lists the spam
score achieved.
Note: These headers are only added to inbound
messages. If you process out-bound messages then
these headers will not be added.

Virus Filtering (ON/OFF)

Specifies whether virus filtering is erebfor the
selected domain. Virus Filtering is Enabled by d#fa

Viruses should be...

These are the actions that dimiperformed when a
message is identified as containing a virus. Saesp
actions above for a description of these actions.

Attachment Type Filtering
(ON/OFF)

Specifies whether the corporate message attachment
policy will be applied to messages to recipienthie
selected domain. See “Content Filtering: File
Extensions” on page 37 for more details on scanning
for banned attachments. Default is Enabled.

Banned Attachments should

These are the actiohshbald be performed when a
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be ...

message is identified as containing a vireg. spam
actions above for a description of these actiorsalit
action is Quarantine.

Email Quarantine Report
(ON/OFF)

This field specifies whether quarantine reportsustho
be generated for recipient in this domain. A quinan
report will be generated for each recipient who lies
messages quarantined.

Language

Select which language you would like yeports to
be written in. Recipient may change the language of
their report by logging into the Ul and changingith
preferences.

Email Report every

Select the frequency of the apiame reports. Reports
may be generated every day, every weekday, every
Friday, or every month. Recipient may change the
frequency of their reports via the options sectbthe
guarantine report, or by logging into the Ul and
changing their preferences.

Report contains

The quarantine report may contéist af all items that
are currently quarantined for each user or new
guarantined items since the last report was gestbrat
(default) both of these can be viewed with or witho
virus infected emails included. Again, the user may
change this via the options section of the quamanti
report. If a user has no quarantined message(or n
new quarantined messages since last report) then no
report will be delivered to them.

Exclude spam mails scoring Usually spam messages scoring above a certain score

above

can be unequivocally be deemed spam and users are
only interested in those messages that just felab

the spam threshold to look for false positivesisiérs

get a significant amount of spam, then to keep the
report size manageable you can exclude spam
messages above, for example 30. This setting t® set
999 by default, meaning that no messages will be
excluded (as a message cannot score that high).

Domain Administrators

Select administrators on a per-domain basis, emabli
them to manage elements of their own email inclgdin
license counts, mail usage and reporting.
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Anti-Spam Engine: User Policies

By default, each recipient email address will inhire policy as set for that domain.
There are a number of circumstances where thisypolin change however. For instance,
if the domain policy foexample.comspecifies that quarantine reports are sent every
weekday, themiser@example.cooould change their report preferences so that the
quarantine report is only delivered weekly. A usan make this change either via their
quarantine report or by logging into the web irded.

TheAnti-Spam > User
Policiespage shows

those addresses that have
a specific policy that may
be different from the
domain policy.

The following table describes the User Policy segti

Field Description

Search by Domain Use this dropdown list to filteradl addresses by
domain that have a user policy.

Search by Email Use this dropdown list to filteraghaddresses within
alphabetically ranges that have a user policy.

Search Click Search to refresh the display basdtien
selected search criteria.

Show All Shows all email addresses for which a pedicy
exists.

Add User(s) Click the Add User(s) button to creafmolicy for

specific email addresses. Enter 1 email addresknaer
specify the policy and click th&avebutton. See Anti-
Spam Engine: Domain Policies on page 47 for a
description of all the policy settings.

Note: You carlocka user policy by enabling the lock
policy option. This prevents changes to the domain
policy been inherited by this user policy.

Modify Click the Modify button to modify the multip user
policies by selecting the checkboxes to the leftaxth
user policy. You may also modify an individual pgli
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by clicking theEdit link.

Delete Click the Delete button or the Delete liokémove a
user policy. When you delete a user policy malil
addressed to that recipient will use the domaircpol
for that users domain.

Impersonate Click this button to view what speaifsers will be

able to access and do when logged onto the GUI.
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Settings

This chapter covers basic administrative tasksdh@atvailable from th8ettingspage.

Changing the Administrator Password

To change the

administrator password

selectSettings> Change

Passwordand enter the

Old Password followed
by the New Password and cli€ihange

Note: Use a secure password that is non-guessable.

Interface Settings

TheSettings> Interface
Settingspage allows you
to customize the default
logo of the GUI and set
the GUI timeout.

The following table describes the Interface setting

Field Description

Logo This is the image that will be used on allgm the
graphical user interface.

Upload New Logo Use the Upload New Logo optioneplace the default
logo with your own custom logo. The image should be
approximately the same size as the default logo
(216x60 pixels) and must be of type jpg, png or gif

Ul Timeout Period For security reasons the SpammMab interface times
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out after a specified period of inactivity. You can
change this setting by changing the period (in nagu
and clicking the Save button. The default valugQs
minutes.

Reset to Defaults

If at any time you want to revetie factory installed
defaults for the interface appearance then click th
button.

Generating Certificate Signing Requests

SSL management can be done onSbk#ings>SSLpage. The use of SSL certificates
ensures that all http communications to the SpasnTitl is encrypted. SpamTitan
allows you to generate private, self signed cesdtis which provide the same
security as certificates purchased from a certdi@uthority. However in this case
because the web browser will be unable to verigyatthenticity of the unverified

certificate

You can avoid this
problem by
purchasing a trusted
certificate from a
trusted certificate
signing authority. The
certificate will be
identifiable by all
browsers, and so
users will not be
presented with the
warning message.

Select which certificate you wish to use on 8sdtings>TLSpage.

The following table describes each field. When yiafwrmation is filled out, press
Generate Certificate Singing Request (CST) to ggaeme.

Field

Description

Common Name

This is the fully qualified domain naimat will be
used in the URL to access the SpamTitan Ul. It must
match the server nanexactlyas otherwise you will get
a warning dialog every time you visit the site. For
example, spamtitan.example.com.
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Organization This is the name of your company gaaization.

Organization Unit This is an optional filed to spg@ specific
department within your organization.

City This is the name of the city or town where the
organization is located.

State/Province This is the full name of the statprovince where the
organization is located.

Country This is the two-letter country code of tbeation of the
organization e.g. US

Generate Certificate Press Run to generate afiCatei Singing Request. The

Signing Request (CSR) request that is generatedl lmeusxactly as is when been
submitted to a trusted certificate signing auttyqiCS)
for signing.

Generate Self Signed Press to generate a prighitsigned certificate, you

Certificate will still receive warnings from yourelv browser when
using this

Import Certificates

On theSettings>SSlLpage,
when you receive the signed
certificate back from the CA,
use the Import Certificate
from PEM option
to import the certificate into SpamTitan. It is o@amended in all cases that you also import
the intermediate certificate which should also mwrjgled by the CA. Without this certificate
you will continue to get a warning message fromnjmowser when connecting via SSL. If
you are providing your own certificate, e.g. a waddd certificate, you must also import its
private key here.

Installed Signed Certificates

On this tab you can view your
Installed Certificates, their
serial number and expiry
date.
You also have the option to view the certificatdégails, to delete the certificate and
download the private key.

57



TLS Encryption

Transport Layer Security
(TLS), located at
Settings>TLS provides a
mechanism for certificate
based authentication on
encrypted sessions.

if enabled, then SpamTitan will attempt to negetian encrypted session with the peer for
the SMTP connection. If a TLS session cannot betngigd (many clients/server so not
support TLS), then the session will fallback toiphxt.

Click Enable to enable TLS, and choose a certdi¢aim the dropdown list. You can
manage the certificates from tBettings>SSLpage.

To include information about the protocol and cipbiged as well as the client and issuer
CommonName into thReceivedheader, enable Include LS info in Received healles.
default is disabled, as the information is not seeely authentic. Only the final
destination is reliable, since the headers mighehmeeen changed in between.

To get additional information during the TLS seaq negotiations you can enable TLS
Logging. When enabled startup and certificate imfation from the TLS subsystem will
be logged to the maillog.

58



Login Page Settings

The Settings > Interface
Settings page also allows
you to customize the
appearance of the login

page.

The following table describes the login page sg#in

Field

Description

Show Forgot Password link
on login screen

This option controls whether the login screen cmsta
link to the email password form. This feature skidog
disabled if the Web Authentication (see page 62gts
to something other than the default (Internal).sThi
option may also be disabled if you do not wantlkoa
users retrieve their login password and thus logitne
interface. This option is enabled by default.

Edit Forgot Password
Template

Enabling this allows editifighe email which is

sent when the users click the Forgot Rasklimk

on the login page. This email Subject, Sender
Address and message body can be specified. The
message bodyustcontain the placeholder to work
%%PASSWORD%% - this will get replaced with
the users password. NOTE: The body of the
messages may contain HTML formatted input.

Show Custom Help Link

If you enable this optionrttibe login screen will
contain a_ogin Help link that can be redirected to
your own web server that contains help for users on
logging into and using the appliance.

Login Help URL

Use this field to specify the URL wdur help page.
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Configuring HTTPS

SpamTitan can be
managed via your web
browser using HTTP or
HTTPS.

By default HTTP is enabled. You can also enableagament using HTTPS which will
generate a generic self-signed certificate.

The following table describes the Web Managemeotdenl settings:

Field

Description

HTTP (On/Off)

This option controls if http accesseinabled to the user
interface. HTTP is enabled by default.

HTTPS (On/Off)

Specifies if HTTPS access is enabled

Port

Specifies the HTTPS port number. The defaalt for
HTTPS is 443. You can add another layer of security
for logging into SpamTitan by changing the default
port. If you specify a port other than the def&iiTPS
port (443) then you will have to specify the port
number as well as the hostname/IP address when
logging in - e.g https://192.168.10.10:789.

Certificate Common Name

Thgertificate Common Namemust match the site
nameexactlyas otherwise you will get a warning
dialog every time you visit the site. So if you ess the
Ul using, for example, http://spamtitan.mydomaimco
then you will need a common name of
spamtitan.mydomain.com.

NOTE: Enabling HTTPS will generate a self-signed X509ifteate. A self-signed
certificate provides the same functions as a teatdé through a well-known certificate
authority (CA), but will present an "untrusted d#rate” security warning to users until
the self-signed certificate is imported into theirsted root store.
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Restricting Web Access to the GUI

You can control access to the GUI by specifyinglthaddress ranges that can access the
administrative interface.

TheAllowed Networks on theSettings> Access/Authenticationpage lets you control
the hosts and/or networks that should have acodbe tSpamTitan Web interface. By
default, all networksAny) and all users (with a valid username/passworel piowed
access. It is recommended that this is changeduoigternal network(s) to restrict
access to just those users within your organization

The list of allowed networks is a list of networdkdresses or network/netmask patterns
specified in CIDR (Classless Inter-Domain Routifagnat. The netmask specifies the
number of bits in the network part of a host adslidste: The list is matched fronop to
bottom and the search stops on the first match. Spgudftyern to exclude an address or
network block from the list.

You can also specify if a particular rule appliestparticular user or for everyone by
appending a colon followed by the users email astdygiser@example.com.

In this casedmincan only connect to the web interface from 192.0.881. All other
users can connect from the 192.168.0.0/24 netwar&p for user jsmith@example.com
who is not allowed access to the interface. It malt be possible to login from any other
network. If no rule matches then access is denied.

The above screenshot shows a simpler example, wpetifies that access for all users
is from any client on the 192.168.0.0/24 network.
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Use the up and down arrow buttons to sort the radesrding to your policy.

Web Authentication

TheWeb Authentication settings on th&ettings> Access/Authenticationpage allows
you to control for each internal domain what autloation method will be used when
users attempts to login to the GUI to view theiaguntine and/or user preferences. The
following authentication methods are supported:

Internal (default)

SpamTitan will generate a unique password for @atelnnal email address for
which it processes mail. Users can receive theisward via email if they click
the,Forgot your Password? link on the Login page and enter their email
address. They can then change their passwordl@dtging in.

LDAP

LDAP
Authentication
allows you to
specify an
external LDAP-
enabled directory
to authenticate
and authorize
users on a per-
domain basis.
LDAP authentication for SpamTitan can be configueedupport any LDAP
compliant directory including Microsoft Active Diceory, Lotus Domino,
SunOne/iPlanet Directory Server and Novell eDirgcto

For users to authenticate with an external LDAReespecify LDAP as the
Authentication Method for that domain and enterltBAP server details. The
following table describes the LDAP fields to bee¥ed:

LDAP Settings Description

LDAP Server The name of the LDAP server that SpaamTi
attempts to connect to for authentication purposes.

LDAP Port The port SpamTitan uses to connect td_haP
server for authentication purposes. Default poft. 38

LDAP Anonymous Search Some LDAP directories reqthet a valid
user/password be provided to bind to the server in
order to perform LDAP searches. Use this dropdown
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list to specify if Anonymous bind is allowed to the
LDAP server.

LDAP Search User DN If anonymous bind is not pedithen you must
specify the DN of the user that will be used todbio
the Directory server specified in the LDAP server
and port field as administrator. This is usually an
email address or directory object of the form:
cn=user,dc=company,dc=com.

LDAP Password This field contains the passwordHeradministrator
profile specified in the LDAP Search User DN field.
LDAP Query This field specifies the attribute tleantains the

username of the person authenticating. The default
mail=%%EMAIL%%where %%EMAIL%% will be
replaced with the email of the person authentigatin
For example, if the email address of the person
authenticating igoe@domain.corthen

%EMAIL%% will be replaced with
joe@domain.com.Similarly %%USER%% can be
used to specify the left-hand side of the email
address.

LDAP Search Base This field specifies where indinectory the search
will commence from. If the LDAP server is able to
determine thelefaultNamingContex(Active
Directory only) then you can specify
%%defaultNamingContext%%nd the authentication
module will determine this before doing the search.

SQL Server

63



SQL Authentication allows you to perform authertima against an external SQL
server. Specify SQL as the Authentication Method anter the credentials that
the appliance will use to connect to the SQL server

The following table describes the SQL authenticatettings:

SQL Settings

Description

SQL Database

This field specifies the SQL databgse=been used.

SQL Server The IP address or hosthame of the S@kersthat
SpamTitan attempts to connect to for authentication
purposes.

SQL Port The port SpamTitan uses to connect t&Qke

server for authentication purposes. Default po@633

SQL Username

The username used to connect to thes&ger in
order to perform the authentication.

SQL Password

The password associated with thearsexn

SQL Database Name

The field contains the nameeodditabase that
contains the authentication tables.

SQL Table

The SQL table to be queried for the antibation.

SQL Email Column

The column that contains thedistmail addresses.

SQL Password Column

This field specifies the coluhat contains the
userspassword.

SQL Password Type

POP3

The password may be stored imgka format, or as
a MD5 checksum, or encrypted.

Authentication against a POP3 server is quitedtiuvVhen this authentication
method is enabled users attempting to login ta3bk will have their
authentication credentials authenticated via a P§#P&r. The following table
describes the POP3 authentication settings:
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POP3 Settings

Description

POP3 Server

The IP address or hostname of the B&W&r that
SpamTitan attempts to connect to for authentication
purposes.

POP3 Port

The port SpamTitan uses to connect tB@fe3
server for authentication purposes. Default po€. 11

POP3 Address Type

IMAP

This is format required by yap3oserver for the
username. If the pop3 server requires only the
mailbox name for authentication, then selesxr.
SpamTitan will then strip the domain name from the
user supplied email address when performing
authentication.

The following table specifies the IMAP fields to eetered if using IMAP as the
authentication method for the GUI.

IMAP Settings

Description

IMAP Server The IP address or hostname of the INARer that
SpamTitan attempts to connect to for authentication
purposes.

IMAP Port The port SpamTitan uses to connect tdth&P
server for authentication purposes. Default po&.14

IMAP Address Type This field specifies the formapected by your

IMAP server. Some IMAP servers require the
credentials to be specified as an email addresige wh
others require just the left-hand side of the email
address (the username).
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The support of external authentication modules mssthhat when possible usergn’t
have to remember multiple passwords. All loginragies will be directed to the
appropriate authentication server for that domain.

You can use the Test
Authentication feature on
the Settings >
Access/Authentication to
ensure that your settings are correct. After sayowy authentication settings, simply
enter the Email Address and Password of a usesto$pamTitan will determine the
authentication method to use for that domain anidai@ the supplied password.

The SpamTitan APl is a
set of CGI scripts that
can be used to perform
SpamTitan tasks

from within your own environment. For instance, thdk addition of a number of
domains, or whitelists can be cumbersome usingisiee interface, but with the API
can be achieved quite easily. Access to the ARsticted to the IP addresses listed
in the Allowed IP address(es) section, locate®eitings>Access/Authentication
See Remote Management for more details on the SpamAPI.

Backing Up and Importing System Configuration

With the backup feature of SpamTitan the configarabf the software can be saved to a
local data medium and can be restored if requiBettings saved include network
settings, domains configured, user preferencesarall whitelists and blacklists.

To backup the system

configuration select

Settings> Backup and

pressExport Backup:
Start to create a backup file. If the backup has beeatedesuccessfully you will be able
to download the backup and save it to a folderoafrychoice.

To import a previous backup sel&@rttings> Backup and clickBrowse... to find the
backup file and clickmport Backup: Start . If the uploaded file is a valid and version
compatible backup then it will be restored.
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Backup panel settings.

The following table describes the schedule baclatiings:

To save you the work of
backing up your
configuration manually,
the backup function
supports automatic
backup generation and
FTP to a remote FTP
server. To configure
scheduled backups select
Settings> Backup and
configure the Schedule
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Field

Description

Schedule Backup

Displays if scheduled backupsrzsabled

Frequency

Should the backup be performed dailyklyes
monthly.

Hour/Minute

The time of day to perform the backup.

Day of Week

If performing weekly backups, use thpsion to
specify which day of the week to perform the
scheduled backup.

Day of Month

If performing monthly backups, usestbption to
specify which day of the month to perform the
scheduled backup.

FTP Server

The IP address of hostname of the Fierse

FTP Login

The username that the appliance shoddakg into
the backup FTP server.

FTP Password

The password that the appliance shiseltb log into
the backup FTP server.

FTP Location

The folder or path to store the badkes in on the
backup server.

Click Saveto save the scheduled backup settings. If you veatgst that your FTP
settings are correct you c&xport Backup Now by pressing th&tart button.
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Notification Templates

Email Notification
messages can be sent in
response to virus, spam,
or banned file attachment
detection.

Three types of messages are generated:

Administrator notifications are sent to the adrsiirator, if enabled.

Sender (non)delivery notifications may be serthe®omail originator

Recipient warnings may be sent to envelope retipief the email containing a
virus or banned attachment. These notificationsles&bled by default since they
are more of a nuisance than a benefit and conéritautinwantedbackscatteron
the Internet.

These Non-Delivery reports are only used if theliappe is configure to send them. See
Content Filtering: Viruses, Content Filtering: Spand Content Filtering: File
Extensions settings starting on page 15 to séwde notifications are enabled.

You can modify the templates for these notificasitny editing the templates on the
Settings> Notification Templatespage. To reset to the system default templates pres
theReset to Defaultbutton for the template that you would like to tedéote that this

will result in the loss of any custom changes.

The following table lists the various templatest iten be modified:

Template Description

Notify Virus Recipient When a message is identifésdcontaining a virus,
then this messageaaybe sent to the intended recipient
of the email. This option can be specified on the
Content Filtering > Viruses page.

Notify Virus Administrator ~ When a message is idéatl as containing a virus,
then this messageaybe sent to the administrator of
SpamTitan. This option can be specified on the
Content Filtering > Viruses page.

Notify Virus Sender When a message is identifiedagaining a virus,
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then this messagaaybe sent to the sender of the
email.

Notify Banned Attachment
Recipient

When a message is identified as containing an
attachment that is marked as banned then this gessa
maybe sent to the intended recipient of the emails Thi
setting can be configured on tBentent Filtering >

File Extensionspage.

Notify Banned Attachment
Administrator

When a message is identified as containing an
attachment that is marked as banned then this gessa
maybe sent to the administrator of SpamTitan.

Notify Banned Attachment
Sender

When a message is identified as containing an
attachment that is marked as banned then this gessa
maybe sent to the sender of the email.

Notify Spam Administrator

When a message is idextis spam then this
message will be sent to the administrator of SpaamTi
if spam admin notifications are enabled. Semtent
Filtering > Spampage.

Notify Spam Sender

When a message is identifiexpas then this
messagenaybe sent to the sender of the email. This
message will be sent if the recipient has a pdaty
that will reject spam, rather than pass or quanariti

Notification Emails
Character Encoding

Select which alphabet you aré@ing your templates
in here. This will ensure thlatmwthey are received
the characters used will display correctly.

The following table describes the supported matirasmay be used in the NDRs:

Macro Description

%h Hostname of this host

%d Timestamp of message reception (RFC 2822 local
date-time format)

%s Original envelope sender, rfc2821-quoted antbsad
in angle brackets

%S Address that will get sender notification. Tikis

normally a one-entry list containing sender address
(same as %s), but may be unmangled/reconstructed in
an attempt to undo the address forging done by some
viruses.

%t

First entry in the 'Received' trace of the rhahder
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%a Original SMTP session client IP address

%g Original SMTP session client DNS name

%R A list of original envelope recipients

%] Subject header field body

%m Message-ID header field body

[%H| ] A list of all header lines (field may be vp@ed over

more than one line). This does not include theurRet
Path:' or 'Delivered-To:" headers, which would have
been added (or will be added later) by the local

delivery agent if mail would have been delivere@to

mailbox.

%z Original malil size (in bytes)

%v Output of the (last) virus checking program

%V A list of virus names found; contains at leas¢ @ntry
(possibly empty) if a virus was found, otherwiseul
list

%F A list of banned file names

%W A list of AV scanner names detecting a virus

[%A] ] A list of the spam engines report lines

Note: If you want to use the '[' or ' charactershie nhotification messages then to take
away the special macro meanings of these charab®ysan be quoted by a backslash.
E.g. \[or)].

Remote Syslog

All system logs are written to local log files openTitan using syslog and may be
viewed using the GUByslogis the de facto standard for forwarding log messagan
IP network.

TheSettings> Remote

Syslogpage allows you

to specify a server to

which SpamTitan can
send syslog files. The remote server defined mustarlogging daemon compatible with
the syslog protocol.

You can specify a separate (or same) remote sgslvgr for each of the Mail, Interface
and Messages log files.
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Configuring Outbound Disclaimers

SpamTitan can append a default string to the fauftal messages delivered to external

recipients.

TheSettings>

Outbound Disclaimers
page allows you to define
disclaimers on a per-
domain basis. Both text
and HTML disclaimers
are supported.

The following table describes the disclaimer sgiithat you can set for each sender

domain:

Field

Description

Select Domain

Select a domain to configure disatagfior. This
allows you to selectively add disclaimers from some
domains only.

Add Disclaimer

Determines whether a disclaimertiaced to
outgoing messages that are sent from the selected
domain.

Text Footer

The disclaimer text that is attachetkit-based
messages.

HTML Footer

The disclaimer text attached to HTMLskbd messages.
When you have made the required changes press the
Save button to save your changes.

TheDisclaimer
Exemptionssection
allows you to exclude
disclaimers from been
added to certain
messages to/from certain
email addresses.

The following table describes the disclaimer exaampsettings:
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Field

Description

Sender Email Addresses

List of sending email adesethat will not have a
disclaimer added. Specify one email address per lin

Recipient Emalil
Addresses/Domains

List of recipient email addresses or domains (e.g.
@example.com) that will not have a disclaimer added
Specify one email address/domain per line.
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SNMP Management

SNMP (Simple Network
Management Protocol) is
a network protocol used
over User Datagram
Protocol (UDP) that
allows network
administrators to monitor
the status of the
SpamTitan appliance.
SpamTitan replies to
SNMP Get commands

for MBIBII via any interface

The following table describes the options to camfeggSNMP.

SNMP Options Description

SNMP Click the enable\Disable button to turn thetpcol on
or off.

System Name Enter the System Name. This couldrbe fo

instance the hostname of the SpamTitan appliance

System Contact In this field, type in the name andmail address of
the network administrator for the SpamTitan appen

System Location The System Location field may congaditional
information such as the physical location of the
appliance, an email address or a pager number.

Community Name Create a name for a group or comiyiohi
administrators who can view SNMP data and enter it
the Community Name field. You should use a
community string which is used/known only at your
site.

Allowed Hosts/Networks To restrict access furtleeter the hostname, IP
address or cidr address of those systems/netwioaks
are allowed. perform SNMP queries. Typically tvi#
just be the IP address of your SNMP Management
station. If no hosthames/addresses are spedifead t
any system that provides the correct communitggptr
may request the SNMP data.

Note: SpamTitan supports most SNMP v1/v2c and relevaariddement Information Base
[ (MIBII) groups which can provide a variety offormation about your SpamTitan
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appliance. In addition the following OIDs providdarmation on the size of the mail
qgueues:

1.3.6.1.4.1.2021.8.1.101.1 - Active Queue
1.3.6.1.4.1.2021.8.1.101.2 - Incoming Queue
1.3.6.1.4.1.2021.8.1.101.3 - Deferred Queue
1.3.6.1.4.1.2021.8.1.101.4 - Corrupt Queue
1.3.6.1.4.1.2021.8.1.101.5 - Hold Queue
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Filter Rules
]

This chapter covers the use of sender email fihedssender domain filters to allow you
to blacklist or whitelist messages based on thdessnemail address.

Filter Rules: Configuring Global Email Blacklist

Filter Rules > Global
Blacklist allows you to
control which messages
are always blocked by
SpamTitan. Messages
from these email
addresses and/or domains
will be automatically
blacklisted, and the
messages from those senders will not be scann#ételanti-spam engine.

The following table describes the fields to conthe Global Blacklist.

Field Description

Sender Domain List of domains that should be blatdd and
prevented from sending email through SpamTitan.

Enter a domain (e.g. example.com) to blacklist and
click theAdd button to add the domain to the list of
blacklisted domains.

Use theEdit link to modify an existing entry. Use the
Deletelink to delete an entry.

Sender Email List of email addresses that shouldldeklisted and
prevented from sending email through SpamTitan.

Enter an email address to blacklist and clickAkle
button to add the email address to the list oflbisied
email addresses.
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Use theEdit link to modify an existing entry. Use the
Deletelink to delete an entry.

A sender may not be both whitelisted and blacldistethe same time. If you add a
sender to the blacklist, then if that sender ishenwhitelist, then that sender will be

removed from the whitelist.

Filter Rules: Configuring Global Email Whitelist

Filter Rules > Global
Whitelist allows you to
add senders you trust to
the global whitelist, and
the messages from those
senders will not be
scanned by the anti-spam
engine.

The following table describes the fields to conthed Global Whitelist.

Field

Description

Sender Domain

List of domains that should be wisiiedl and always
allowed to send email through SpamTitan.

Enter a domain (e.g. example.com) to whitelist and
click theAdd button to add the domain to the list of
whitelisted domains.

Use theEdit link to modify an existing entry. Use the
Deletelink to delete an entry.

Sender Email

List of email addresses that shoultotelisted and
always allowed to send email through SpamTitan.

Enter an email address to whitelist and click Al
button to add the email address to the list of elsited
email addresses.

Use theEdit link to modify an existing entry. Use the
Deletelink to delete an entry.
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Quarantine
|

This chapter describes the quarantine managemsteinsyand how the administrator or end-user
may review their quarantined messages. The chajgedescribes the end-user quarantine reports,
how they may be customized, and how users maysegtdwn preferences as to when to receive the
report.

Quarantine Management

When evaluating messages for Spam SpamTitan appliedreds of rules in order to arrive at an
overall spam score for the message. By defaultySgan sets the spam threshold score at 5. If
administrators find that this setting is too aggres, or not aggressive enough then they can change
the threshold on a per domain or per user basig.nail scoring above the threshold is considered
spam and is quarantine (by default). All messagesrgy below the threshold will be considered
legitimate and passed onto the recipient(s).

The quarantine consists of a relational databasehwdontains details on all messages that pass
through the appliance and a reference to the qtiaeahfile on disk.
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TheQuarantine > Manage Quarantinepage allows the administrator to view all messdgeall
recipients that are in the quarantine. End usersacaess their own quarantine by logging into the
User Interface using their own email address/passwo

The following actions may be performed on messagése quarantine:

Quarantine Action Description

View Messages To safely view a message that isemgtiarantine click
the From, To, or Subject of a particular quararttine
message from the list of quarantined messages. This
will open the message in a separate window.

Note: All images in the message been reviewedbeill
blocked to prevent possible inappropriate contiéiat.
message is subsequently to be released and deliscere
your inbox then the original images will be present

Release Messages Occasionally, there may be messape quarantine
that are misidentified as spam (False positivesgrt
can redeliver the message to their inbox by cligkire
Deliver link to the right of the message. The message
will then be removed from the quarantine and the
Bayesian database will be trained with the message
as to prevent this type of message from been btbrke
the future.

Delete Messages Users can choose to delete messsgata time, or
in bulk by selecting the checkbox to the left of
messages to delete. Deleting messages from the
quarantine is in effect confirming that the messiage
spam. If the Bayesian database has not alreadyeeéar
this message as spam, then it will do so now.

Note that if a message is deleted from the quararty
the administrator then that message will not appear
the associatedsers quarantine (or in their quarantine
report).

Whitelist Sender If the quarantine is been accebgdtlie administrator
then this will add the sender of the selected ngegsa
to theglobal whitelist so that all future emails from this
sender will bypass the SpamTitan antispam engine.
They will still be scanned for viruses and banned
attachments. Selecting this option will also Redeihie
message from the quarantine.

8C



If the quarantine is been accessed by an end-oser t
the sender email address will be added to the users
personalwhitelist. All future emails from this sender to
this user will bypass the SpamTitan antispam engine

Note: The sender email address that is added to the
whitelist is theenvelopeemail address. This is
sometimes different from the address that appears i
the From header of the message. You can see the
message envelope sender email address by viewgng th
message.

Search Quarantine

Users and administrators caolstEarmessages in the
Quarantine based on a number of criteria. These
include:

Message Type

Date Range

Recipient (administrator only)
Sender
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Quarantine Reports

As well as being able to manage their quarantioenfthe web interface, end users may also
manage their quarantined messages through the Qua®igest Reports that are automatically
emailed to users on a periodic basic. The Quarmniliigest Report contains a list of emalil
messages which

have been caught and quarantined by the systenpramiles links for users to interact and manage
their quarantine.

SpamTitan will nightly generate the reports. Fazheaser a report will only be generated if certain
conditions are met:

Today is a day for which the user requested artépoheir preferences. E.g. if the user
specified to receive reports on weekdays and tl&ynday then no report will be
generated. Similarly if the user/admin specifieat tleports be sent weekly the report
generation for that user will only occur on Fridays

The user must have quarantined messages.

If the user/admin specified that the report shaully contain details of quarantined
messages since the last report and no such messagigshen no report will be
generated.

Custom Instructions

Message Actions to deliver, whitelist or deletergquméined items
Quarantine Messages are sorted by Spam Score

User Report Preferences
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Quarantine Report Settings

TheQuarantine > Settingspage
allows you to configure settings for
the users quarantine reports and
customize the report with your own
logo and instructions. The following
table describes the various settings.

The following table describes the settings thatlmampplied to the Quarantine reports:

Setting

Description

Run Report generation
daily at

Specifies the time that the overnight report get@mna
script will be run daily. Click Save to save your
changes.

Logo

You can change the appearance of the quaeantin
reports by changing the logo. This is the image tha
will be used in the quarantine digest report.

Attach image in Report

Specifies if the logo isptiyed as the heading of a
report. Default On.

Upload New Logo

Use the Upload New Logo optiondplace the default
logo with your own custom logo. The image should be
approximately the same size as the default logso Al
ensure that the size of the image is appropriateigl!
as it will be included in all reports that are gexted.

Report From Name

This field specifies the desargtiame that will
appear in th&romaddress of the quarantine report.
Default: SpamTitan Spam Appliance

Report From Address

This field specifies the eraddress that the
guarantine report will appear to have come from.
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Default: noreply@SpamTitan.com. This should be
changed to an address in your organization.

Report Subject

This field specifies tBabjectffor the quarantine
report.

Contact Email Address

Optional contact email adstieat will appear in the
instructions section of the quarantine report.

Miscellaneous Instructions

This field specifiesiopal instructions that can appear
in the quarantine reports. This can be HTML formchtt
text. E.g. It could contain a link to an internadhpage
listing detailed user instructions.

Allow Users Set Report Type Specifies if the reputt contains links to allow the

user change the report type that they receive. The
report types are:

All quarantine messages

Quarantined messages since last report.
This option is enabled by default.

Allow users Set Report
Frequency

Specifies if the report will contain links to allave
user change when they can receive their reportso®p
is enabled by default.

Allow Users Request
On Demand Reports

Specifies if the report wilhtain a link to the web

interface which allows the useequest an on
demand report.

Include Ul Login link

Specifies if the report witbntain a link to the web
interface so that the user can login directly ®\reb
interface from the quarantine report.

Server HTTP Address

This specifies the IP addresslly qualified domain
name of SpamTitan. All links in the quarantine népo
will use this reference.

Use HTTPS

Specifies if all links in the quarantieport use https
or regular http.

Reset to Defaults

If at any time you want to revethe factory installed
defaults for the report appearance then clickRbset
button.
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Quarantine Maintenance

TheQuarantine>

Settingspage gives you

access to the

Quarantine

Maintenance tab.
Messages that are stored in the quarantine thaicdreleased or deleted must be purged
at some time, as otherwise the quarantine wilufilland we will run out of disk space.
Enter theQuarantine Expiry Period specified in days and click the Save button. After
this period, all mails that have not been releasegktleted will be purged.

You may also specify a Quarantine Administratoehtering their email address here.
This will give them access to the quarantine mamesyg tools.

85



Reporting

This chapter describes the extensive reportinghshipes of SpamTitan.

Reporting: System Information

TheReporting > System Information page provides an overview of the status of

SpamTitan.

The following table describes each of these fields:

Field Description
Processor The processor that is installed in ttz@rSjitan server.
Memory The total amount of memory that is available

CPU Temperature

Indicates the current CPU tempexalfithe CPU gets
excessively hot (greater than 70C) then this may
indicate a problem with the on-board fan.

Mail/Log Disk Space

Indicates how much disk spacaviailable for the
message quarantine and the system log files and how
much of this disk space is currently in use.

Uptime

Shows how long the SpamTitan server has been
running since the last reboot.

Load Averages
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server. It shows the number of running processésein
gueue waiting for processor time. The numbers cefle
the load average over the last minute, over theblas
minutes and over the last 15 minutes respectively.
load average of 1 means that there was 1 process
waiting for the CPU all the time. A process whish i
using 100% of the CPU only for a short time wilbué
in a peak in the 1 minute average. A process haggin
the CPU for a long time will raise the base leviehe
15 minute average. Therefore, a high 15 minute
average (>5) indicates low CPU power.

Reporting: Services

SpamTitan has a number
of keydaemon®r
services that must be
always running to ensure
correct operation of

SpamTitan. These are:

The Clam Antivirus service

Kaspersky Antivirus (should only be running if Kassky is enabled)

Postfix mail transfer agent

Amavisd mail service

Cluster Daemon
If any of these services are not running, therareghem, checking the log files to ensure
that they started OK.

Reporting: System Troubleshooting

The System Diagnostics section on Beporting > System Information page allows
you to run some troubleshooting commands on th&aaqme that you may then send to
SpamTitan Support if required.

There are some basic
strategies that you can
employ in order to
troubleshoot and solve
problems with the
system. However, it is
important to remember
that SpamTitan offers
technical support for
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complex problems. See “Contacting SpamTitan TecethiSapport”.

The following table illustrates the various todisit are available to you to troubleshoot

problems with the system:

System Tools

Description

Spam Test

You can use tBpam Testommand to emulate how a
message will be classified by the SpamTitan ardirsp
engine. Use the Upload feature to upload a medsage
the appliance to test.

The output of the test will be displayed in a popup
window. You can see which rules fired on the
particular message by viewing the Content analysis
details at the end of the output.

Mail Queue

This command displays a summary of thgé m
messages that are queued for delivery. Qbeue ID
shows the internal identifier used on this systenttie
message along with a possible status character. The
status characters are either * to indicate thagdieing
processed; X to indicate that the load is too bagh
process the job; and — to indicate that the jdbas
young to process. THaizeindicates the size of the
message in bytes. THarival Time indicates the time
the message was accepted into the queue, and the
Sender/Recipientindicates the envelope sender and
recipient(s). If a message is retained in the qleee a
second line will show the reason for the messadpeto
retained.

Click the auto refresh checkbox to have the display
automatically refresh every 5 seconds.

Process List

The process list command displaysnmdtion about
all the processes that are running on the SpamTitan
server.

Network Connections

This displays a list of alliaethetwork connections to
and from the SpamTitan.

Routing Table

Displays the contents of the routaige on the
system.
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Establish Secure Connectionlf it is necessary for SpamTitan Support to troabtat

to SpamTitan Support any issues with the appliance, then you can phess t
Connectbutton to establish a secure tunnel with
SpamTitan. This will allow SpamTitan Support torgai
access to the appliance to diagnose and resolve the
problem.

Reporting: Ping Checks

There are also standard

network trace tools

available under the Tools

section which you can

use to test network

connectivity from the
appliance to remote hosts.

The following table describes the various toolg Hra available:

System Tools Description

Ping This allows you to test the connection witlemote
host on the IP level. Please note that the ping and
traceroute tools require that ICMP is not blocked o
your firewall if you are trying to contact an extat
host. The ping utility uses the ICMP protocol twiel
an ICMP response from a host or gateway.

Traceroute The traceroute utility is similar to gheg utility
except that it will display the route packets alke
from SpamTitan to the remote host or gateway. This
command can be useful for diagnosing routing
problems.

Dig Dig is a tool for interrogating DNS name sesdt
performs DNS name lookups and displays the answers
that are returned from the name server that are
configured in the System Setup section.

Flush Mail Queue If items are retained in the maiue, then the mail
delivery agent (Postfix) will continue to try andlover
the mail for 4 days. Flushing the mail queue will
attempt to deliver all those messages in the dsderr
mail queue. Normally, attempts to deliver delayealm
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Reporting: Graphs

happen at regular intervals, the interval doubéftgr
each failed attempt.

Warning: flushing undeliverable mail frequently will
result in poor delivery performance of other mail.

Reporting: Administration

The graphs on the
Reporting > Graphs
page show daily, weekly,
monthly and yearly
statistics on the number
of email messages
processed, marked as
spam and containing
viruses.

TheReporting > Administration page provides an overview of administrative events

over the last 30 days.

Each row has 4 columns
showing the total for the
number of the particular
event that occurred
today, yesterday, the last
7 days and in total. Data
cells contain either 2

numbers (success/failed) or only one number shothiegotal amount for that event.

The following table describes each of the everntended.

Event

Description

Logins (success/failed)

This shows the number ofesssful and unsuccessful
login attempts to the web interface.

Virus Definition Updates

9C
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(success/failed) made for the Clam Antivirus scan8access shows
the number of successful updatesefvvirus
definitions. The number does not reflect the nundber
checks for new definitions which by default are
checked every hour.

Spam Rule Updates This shows the number of successful and unsucdessfu
(success/failed) updates of the custom spam rules.

System Firmware Updates This shows the number of successful and unsucdessfu
(success/failed) updates for system firmware updates.

Reports delivered This shows the number of quararttigest reports that

where generated and successfully delivered.

Reporting: History

TheReporting > History page enables you to review all mail transactioas tiave
passed through SpamTitan. The advanced searats illlew you to search based on
specific criteria such as sender, recipient, IF@@address etc.

The following table describes the various filtdrattcan be employed on the mail history
logs. Note that the filters can be applied togetherarrow the search.

History Filters Description

Type The type field allows you to filter messagasdil on
how they where classified by SpamTitan. The
following message type classifications are avadabl
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All Transactions (default)
Clean messages
Spam messages
Virus Infected messages
Messages rejected to Invalid Recipients
Messages rejected by SPF failure
Messages rejected due to Relay attempt
Banned Attachment messages
Messages rejected using RBL
Message rejected with invalid HELO greeting
False Positives (messages released from
guarantine).
Tagged Mail (Message identified as containing
spam/virus/banned attachment, but the recipient
has a policy to pass).
Blacklisted messages
Whitelisted messages
Quarantined messages
Changing the message type will automatically update
the history view.

Filter

The filter field allows you to narrow youearch
criteria narrower by specifying an additional, opial
filter. These are:

Recipient email address

Sender email address

Spam score equals

Spam score greater than

Spam score less than

Spam Score in Range (x,y)

Source address
Enter the email address, spam score or source IP
address in the input box provided and p@sgo
update the view.

Period
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Available options are:

Last Hour

Last 3 Hours

Last 6 Hours

Just for Today (default)

From Yesterday

Last 7 Days

Custom Period.



The following table describes each of the colunimag &re displayed in the mail

transaction history table:

Column Description

Date Specifies the time and date that the message w
processed.

Message Id This is the internal message Id thainSgan has

assigned to the message. Click the Message Iekw vi
extended details on this particular message inpajpo
window.

Client Address

This is the source IP address ohdst that sent the
message to us. Note: If all your mail is relayaatgh
an upstream mail relay before arriving at SpamTitan
then this will contain the address of the upstreaai
relay.

Type The message type as classified by SpamTiwmnti®
History Filters table above for a description d# th
various message types.

From The envelope sender address. Click the Fralread
to filter messages from this sender.

To The envelope recipient address. Click the Taesklto
filter message to this recipient.

Subject This is the subject header of the recemessage

Size The size of the message

Click theRefreshlink to refresh the history view. Since the entirstory is not shown
on one page, use the links at the bottom of the pagump to other pages. The
Download to Spreadsheelink allows you to download the all transactionsttee given
search criteria to a Microsoft Excel spreadsheet.
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Mail History Settings

Click the Settingslink on the
Reporting > History page to

manage the history settings. These
allow you to control how long
messages are stored in the database
before been purged, as well as the
appearance of the history view.

The following table describes the various Mail

History Settings:

Field

Description

Number of messages in log

Specifies the total nurobenique records that are
stored in the message history log.

Messages per page

How many messages to displpager

Automatically purge logs
after:

By default, messages are automatically purged trem
database after 3 months. However on busy serviars th
may need to be lowered.

Note: If the number of unique message recordsean th
database exceeds 2 million, then the oldest records
(that are not quarantined) will be purged.

Show Score for Clean msgs

If enabled, the scoigrass by SpamTitan will be
displayed in the Type column of the history view fo
messages classified as Clean.

Show Score for Spam msgs

If enabled, the scorgrassiby SpamTitan will be
displayed in the Type column of the history view fo
messages classified as Spam.

Show Virus Name for Virus
msgs
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If enabled, then the name of the virus that thesvir
scanner detected will be displayed in the Typerolu
of the history view for virus messages. Note: Ifreno
than 1 virus scanner is enabled then it is likebt the
different virus scanners have different namesHer t
virus. In this case the name of the virus



as identified by the virus scanner which idendifiee
virus first will be used.

Show Scanner that detected  If enabled, then the(grof the virus scanner(s) that
Virus detected the virus will be display in the €ygolumn of
the history view for virus messages

Log Invalid Recipients If disabled, then messagemfinvalid recipients will
not be logged in the database.

Log RBL Rejects If disabled, then messages from R&écts will not be
logged in the database.

Log HELO Rejects If disabled, thenessages from HELO rejects will not
be logged in the database.

Log SPF Rejects If disabled, then messages fromr§Béts will not be
logged in the database.

Log Relay Denied If disabled then massages whdag i®denied will not
be logged in the database.

Log Sender Rejects If disabled then messages fegguted senders will not
be logged in the database.

Reports

The Reporting > Reports page allows you to generatember of on-demand reports

The following table describes the options availdblgou when generating on-demand
reports:

Field Description
Report Date the report was generated.
Type Select the report type from the following:

Summary Report
Top Spam Relays
Top Spam Recipients
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Top Virus Relays

Top Virus Recipients

Top Viruses

Top Virus Scanners

Top RBLs

ToplInvalid RecipienRelays
TopHELO RejectedRelays
Top Email Recipients (number of messages)
Top Email Recipients (bytes)
Top Email Senders (mails)
Top Email Senders (bytes)
Domain Summary Report

Period

This specifies the period for which the répoll be
generated. Options available are:

Last Hour

Last 3 Hours

Last 6 Hours

Just for Today

From Yesterday

Last 7 Days

All
Note a report period d&ll will generate a report based
on all the records in the database. As records are
automatically purged this may not include all retsor
since the appliance was installed. See Mail History
Settings on page 94 for more details.

Report Size

Indicates the number of items to inelundthe report
(relevant only for top-ten type reports).

Note: The pie chart will be limited to a maximumag
items.

From

9¢

Select whether to run reports on the Cluster ,
applicable, or on individual nodes.



Today's On-Demand Reports

The Reporting > Today’s Reports Tab shows the on-demand reports that were
requested today. Reports are purged from here.d&ilyou wish to maintain the
report for longer, then you can Archive it

The Report displays the date, the report, the dfpeport it is, the period of time over
which it was run and on which node the informatieas collected from

The report gives you the following options

Options

Description

View

Click this button to view your generated retpor

it will display information depending on the type
of report you have selected to run. It can be
displayed in the form of a table and a pie chart.
If your specified report settings return no
information the following message will be
returned: “Report produced no data with
supplied attributes”.

Download to Spreadsheet

Use this link to downld&dréport as a Microsoft
Excel spreadsheet.

Delete

Pressing this button will delete the sekbcgport.

Archive

Press this button to save the selectedrrépthe
Archive, it will now be viewable under the
Reporting>Archived Reports tab.
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Scheduled Reports

SpamTitan provides the
ability to schedule Daily,
Weekly or Monthly
reports from the
Reporting > Schedule
Reports page. These
reports will be
automatically emailed to
the users specified in the
distribution list and
optionally archived for
future retrieval on the
appliance.




The following table specifies the various optioas$cheduling reports:

Field Description

Type The following reports may be scheduled:
Summary Report
Top Spam Relays
Top Spam Recipients
Top Virus Relays
Top Virus Recipients
Top Viruses
Top RBLs
TopInvalid RecipienRelays
TopHELO RejectedRelays
Top Email Recipients (messages)
Top Email Recipients (bytes)
Top Email Senders (mails)
Top Email Senders (bytes)
Domain Summary Report

From Select whether to run reports on the Cluster ,
applicable, or on individual nodes.

Frequency Daily reports will generate a report of the specified
type for the previouday’sactivity.

Weekly reports will be run each Monday and will
produce a report of the specified type for the jmes
Monday-Sunday period.

Month_lﬁ/ reports will be run on thelof the month

and will produce a report for the previous month.

Format Reports can be generated in as a PDF dot¢uantsxt
document, a Microsoft Excel spreadsheet or alkthre

Max ltems The maximum number of items to displathie report.

Archive Specifies if the report should be archieedthe
appliance.

Email Address The report will be emailed to theraddes in this field.

Separate email addresses with spaces.

Subject Specify a Subject for the report.
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Archived Reports

The Reporting >

Archived Reports page
lists all the reports that
have been archived on
SpamTitan. These are the
scheduled reports that are
generated periodically.

Use theType andFrequency, DomainandFrom settings to filter the
display. The reports can be downloaded for vievandeleted.







Logging

An important component in SpamTitan is its exteasogging capabilities. As well as
the mail transaction log history, log files alsatan the records of regular operations
and exceptions from various components of the Bysidese logs record information
regarding all email activity and server managemehis information can be valuable
when monitoring your SpamTitan service as well asmtroubleshooting or checking
performance.

The log files are recorded in plain text (ASCllyrfaat and can be viewed via the User
Interface from thé.og Filespage or download and viewed in your favourite edittve

log files are rotated on a daily basis at midneyid are retained on the system for 2
weeks. You can also have the log files writtengialitime to a remote syslog server. See
“Remote Syslog” on page 71 for more information.

ThelLog Files>

Mail /Interface/Message
spages allow you to
view, search and
download log files stored
on SpamTitan.

To view the currently
active log file, click on
theView Realtime Start
button. A new window
with the last available log
lines will be opened. The
log will scroll
automatically to display newly added lines in riale.

To work with older log files, use the table listiath available log files for that category.
You can perform an individual on a single fili€w, Download or Delete by clicking
anActiontype on the right of the table, or perform a glohetion Download or Search
after selecting one or more files by checking tisbieckboxes on the left of the table.
TheSearch Selectedunction allows you search for strings in log fil€nly lines
containing the string will be displayed. You camfpan case insensitive searches of the




string by checking th€ase Insensitiveption. It is possible to search several files at
once. If your search string returns no matches #meempty window will be displayed.
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The following table summarizes the log file typkattare available:

Log File

Description

Mail Log

Containsall information regarding the email operations
of SpamTitan. This includes all mail deliveries,
bounces, failures or filtering events.

Interface Log

The Interface logs record all operaithat are
conducted via the web interface. It also providesits
on appliance housekeeping activity and report
generation — showing, for instance, all the usdrs w
receive quarantine reports.

Messages Log

This is the system log and record®itiosving: boot
information; DNS status information; spam, virusian
system update attempts; disk issues; kernel isShes.
log file is useful for troubleshooting general caiwh
of the system.
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Remote Management

SpamTitan can be remotely managed via the SpamARdnThe API enables
administrators to remotely manage domains, usei&igs, whitelists and blacklists.

Access to the APl is limited to trusted IP addrdssconfigure an IP address as trusted,

go to theSettings > Access/Authenticatiopage and enter the IP address that you wish
to trust inAPI Allowed Hosts.
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The following table lists the possible ports thatynmeed to be opened for proper
operation of SpamTitan.

Port Protocol  In/Out Description

20/21 TCP Out FTP out for retrieval of system updat

22 TCP Out SSH access to allow SpamTitan Technical
support create a secure connection to the
appliance for support.

25 TCP Out SMTP to send email

25 TCP In SMTP to receive email

80 TCP In HTTP access to the GUI for system
management and monitoring, and
gquarantine management. Also the Clam
and Kaspersky virus definition updates are
retrieved via HTTP. This port need not be
open if you have configured an alternative
HTTP proxy port.

53 UDP In and Out DNS

123 UDP In and Out NTP if using time servers owsidur
firewall.

443 TCP In Secure HTTP access to the GUI.




